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Why multiple precision?

I cryptography has a crucial need for large numbers

I encryption keys must not be broken (32 bits are just not enough...)

I ...finally we don’t want Eve to decrypt our messages
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Why efficient?

I mobile platforms are slow

I mobile platforms don’t have much memory

I efficiency is always nice

I MPA will be considerably slower than SPA since implemented in
software
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What’s the goal?

I try to not waste any CPU cycles

I use algorithms which fit our needs
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No need to reinvent the wheel

I Many bignum libraries and implementations have been written up to
now:

I GMP, BigDigits, OpenSSL, programming languages,...
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The provided operations

I Addition

I Subtraction

I Multiplication

I Squaring

I Division

I ...they are called classical methods
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Radix Representation

I unique representation of a positive integer in the following form:

I a = anb
n + an−1b

n−1 + ... + a1b + a0

I all the a are digits

I a0 is low-order digit

I an is high-order digit
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Radix Representation

I base 10 example:

I 4328 = 4 ∗ 103 + 3 ∗ 102 + 2 ∗ 101 + 8 ∗ 100

I 4 is high-order digit and 8 is low-order digit

I usually written as: (4328)10
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Single/Multiple Precision

I if n = 0→ single precision (in decimal: 0 <= a <= 9)

I if n > 0→ multiple precision (in decimal: 0 <= a <=∞)
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Single/Multiple Precision

I we will deal with: n = wordsize of CPU (32 bit assumed)

I so the ALU of the CPU (add/mul/...) can not help us

I ...but we use the ALU for single precision arithmetic
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How to represent negative numbers

I various techniques how to represent negative numbers:

I sign/magnitude

I one’s complement

I two’s complement
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Sign/Magnitude

I most significant bit holds sign... that’s it

I (40)10 = (0101000)2

I (−40)10 = (1101000)2
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One’s complement

I most significant bit holds sign

I (40)10 = (0101000)2

I (−40)10 = (1010111)2

I binary operator ~ in C/Java/... computes one’s complement

I two representations of 0
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Two’s complement (1/2)

I used in practically every computer

I most significant bit holds sign

I only one representation of 0

I (40)10 = (0101000)2

I (−40)10 = (1011000)2

I nice for CPU - can just start adding without checking the sign bit
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Two’s complement (2/2)

I on 32-bit platforms, there is no positive inverse for (−2147483648)10

I abs(-2147483648) returns -2147483648

I → open gates for integer underflows
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What’s used in multiple precision?

I two’s complement is a good approach if all numbers have the same
length

I ...but multiple precision numbers are of variable size

I so everyone uses absolute numbers and a sign bit (sign/magnitude)
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Addition

I both integers must have the same amount of digits → padding

I really straightforward: add digit for digit and compute carry

I check sign bit first → could be subtraction effectively

I keep carry in mind at the end of computation - information must not
be lost (reallocation)
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Subtraction

I pretty much the same as in addition

I check sign bit first → could be addition effectively
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Multiplication

I many algorithms which differ significantly in complexity

I
”
pencil-and-paper-method“ up to fast fourier transformation
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Squaring

I there are faster ways than just mul(a, a)

I squaring can be up to twice as fast als multiplying
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Division

I most complicated and most costly operation

I at least not that much used in cryptography
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How do these methods scale?

I Addition: O(n)

I Subtraction: O(n)

I Squaring: O( n2

2 ) (at best)

I Multiplication: O(n2)

I Division: O(n2)
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What algorithm should be used?

I the extremely cool and incredibly complicated algorithm is possibly
not ideal for implementation

I implementation of very basic algorithms can be faster

I → benchmarks
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Representation of big numbers

typedef size_t digit_t;

typedef struct {

int neg; /* if TRUE, then negative number */

int sig_digits; /* amount of significant (non-zero) digits */

int all_digits; /* amount of overall digits in array */

digit_t *digits; /* pointer to first limb */

} bignum_t;
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Order of digits

I least significant digit first in digit t array
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Interfaces

void mpa_add( bignum_t *res, const bignum_t *a, const bignum_t *b );

void mpa_add2( bignum_t *a, const bignum_t *b );

void mpa_sub( bignum_t *res, const bignum_t *a, const bignum_t *b );

void mpa_sub2( bignum_t *a, const bignum_t *b );

void mpa_mul( bignum_t *res, const bignum_t *a, const bignum_t *b );

void mpa_mul2( bignum_t *a, const bignum_t *b );

void mpa_div( bignum_t *res, const bignum_t *a, const bignum_t *b );

void mpa_div2( bignum_t *a, const bignum_t *b );

void mpa_sqr( bignum_t *res, const bignum_t *a );

void mpa_sqr2( bignum_t *a );
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Utility functions

void mpa_print_hex_bignum( const bignum_t *num );

bignum_t *mpa_create_hex_bignum( const char *str );

void mpa_free_bignum( bignum_t *num );
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It works!
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Thanks for the attention!
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