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Introduction Motivation
Content

Why multiple precision?

» cryptography has a crucial need for large numbers
» encryption keys must not be broken (32 bits are just not enough...)

» ..finally we don’t want Eve to decrypt our messages
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-----BEGIN PGP PUBLIC KEY BLOCK-
Version: PGP Key Server 0.9.6

mQGiBEg6,/ XwRBADHK /y JUV4v TBo7sYTFDVXLY2Hywes JvCNrSY tq3dfqlgubNGys
T1L6ZB21vHZORF/IbFquark9AGTWItSINIEDZykv jMbXevOMyqWsiTtFBdpfZn63
RrKdVddxNQOgPnN2omsF3ngsp4Ey r3eXfH+9feSz Y] rz 7YCwzEGRSbzzwCgxm8M
gvb-+f ] 1xHOSBNQ3HCfRgGSED/2] g1 tdq2sEduvw+owAB2nEIZYOCS2EiLV/C1Sqw
WHMC /NQmCWXNY /dECzvdeDfnSoeXcCvlcXMc i t3uCK+1NohahQ3wj rl2Tdz1091]]
HjCz7b8r08g36dg j Z+965IEQxAS T CtAVWLOBY1 Tur /wTiSox tPyPcm250zc 31YVF
X61A/90KvqAVNVIONrkZPEp1hSUTSREG 70UV AGUpLILLCY 2 rKrC7XbZnZayp /
a+1JeWOL7GERD/nV rks e 6YaBMGD+MI /G20025VEL tsLdN4] GoSTGEKUDIAuVtTD
V3] QFaSphUwipCZen /dXby SFyBIBVIFCx f30sDGGAkbacT2dbQBUGhPb GLWc CBX
aWSPZXIgkHVuaXZlcnNpdHkpIDxwaGlsaXBwLndpbnRlckBnaCloYwd Lbnllemcu
Y X1 GYEEXECACYFAK g6/ ¥wCGwMFCQHhMAAGCWK I BwMCBBUCCAMEFQIDAQT e AQT X
gAAKCRDVXBLz2M/vDJIdf AKCreDwebUHXn9zPHFGH2WS0r43f 29Cf STSeh+Fvnz0Q
q3TY0SSEUSZy S02SBAGESDrotBAQANGDET i rE7WFZHYSe TH/ MK rwiIeroRrWXY1C
160ELugw0/mt 30uVWsLMe 2G/ rSv3sygoFawAXmuno 3xxPBfkBggeWH/abD0xUnda
EMgdGv2MOn r7dXZI rjVmey AHYY 1 C2TLS3Nv GUXp27inLPD] 33Nk 7vv 1GMqnOBTC
FpjrIByLIUyNua+++fyE72ve jmfLoSCYZyKVOVMOU1a0gASOtINY 400tNHSfohuR
cQDHSM+RZriKQ82bQt69qd Imuay tokl jEReQUHIOXjFD11V1Sa0rQboo75RX1IS6
P5036eq0IES+Kyy flagqugrend0jOcVpUzKxSMAHCZEYBAhoGeSZLQGM79As1SNL
DY7zk6UZg jwFglpn+9tgn8nBc0lxVXrokc INTZriyn7m jRPrh/N70xwIEG7ZeVe]
carlTnl2sBvj twBMpnOrubCgloje20IdRoQoq8z 1Ky Cy1t1SHO0 rFx866v rnSUGE
MpogBIHLGLDkQXPg / 7uNO7VTFhCDsmR] Z35HZOUKT XN/q0/dKGpmGrj vt 9Xnumdk
3GPTVHYGPT /RrMng 7wuy 31ulNcVXPvIENh Fwx 9T XOH-+HLPEHFYKVALX+0ZKnV o
AsKSLuS1BDENNSUZUKOh f rtNETwiKmz8yL1eTGoe TRAPMIXXT+FicHoB86c y AxTnar
5T7E370HAAMFD /9nBv j AJSCSECI4phTEEIF1 4Wn j TFBD j+vQCLMOZRCyz TTY 4b 80
0Z]9qLpy jLBIDUECE1BX 25p jkLGhpylkm43i 7Kook Ko7I3G/e1dCyMX IHSOnECAW
Q7graLIXD3k Xx8ZpCONIPTALcId7LUAML fulbLwGys+AiSYYKb4ZtS+21 /1FdgdS
LhQwjPKBJ0642zxiTrvgd34ccPayvfH1XgtdeXc319C50kn j9VqcqOjPuaZ78s /4
nEzs /xsN2T11CZeK/VanSBEhShSMOgd3E7041PxSoL+dy SBpFM1 tuDv x OFMYUNIH
JRuZyiBgCRS3Ip M]Wa/hBq7YRACLIRMS V7HLEM] /MROELb103] jpOfhFFby 1SXv
vweaSRde2x54tpvZDoXfpN/hD/ rQ7 reEULVZqSysoyFBwML ZHrGaY IRJ+EESLy Fk
Zr JHyK7wT 810043010 GazB9% | t0xkzOKMF ] 84dPO7n /dV3MPyMVIP+ BT XnnA3t
Blh /kYZLNfdniD7F6ZFOQRQEP | YuHh482pu3ip fs1BQuHIY 3bem31i Lqrq3y
Ex+fVsLJL8g61106bZalldel 4ReVSLeffnjykHrGlg7oPD1/SVEHDO33w ANV Lxliu
vUqE4az+/61eN7zLpkFlnnPEswTYUDIQT 2Z1Bx vmEHGXq Yk CquNdJ /vODYhPBBgR
AgAPBQIIOV20AhsMBOkBATOAAAS JENVEEVPY z+8MdB88AN0O4hnTh IVg9ickSake93
DPNe JVINAJSrPdC/RS8pArdajR7UadPPhNLORw==
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Why efficient?

mobile platforms are slow
mobile platforms don’t have much memory

efficiency is always nice

vV v v v

MPA will be considerably slower than SPA since implemented in
software
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What's the goal?

> try to not waste any CPU cycles

> use algorithms which fit our needs
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No need to reinvent the wheel

» Many bignum libraries and implementations have been written up to
now:

» GMP, BigDigits, OpenSSL, programming languages,...
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The provided operations

|
»
>
>
>
>

Addition
Subtraction
Multiplication
Squaring
Division

...they are called classical methods
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Radix Representation

>
>
>
>
>

unique representation of a positive integer in the following form:
a=apbh"+a,_1b" 1+ ... +ab+a

all the a are digits

ag is low-order digit

a, is high-order digit

Philipp Winter Efficient Multiple Precision Integer Arithmetic Design and Implementation



Radix Representation
Negative Numbers
Arithmetic Operations
Performance

Radix Representation

>
>
>
>

base 10 example:

4328 = 4 % 103 + 3 % 102 4+ 2 10! + 8 % 10°
4 is high-order digit and 8 is low-order digit
usually written as: (4328)19
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Single/Multiple Precision

» if n =0 — single precision (in decimal: 0 <= a <=19)

» if n > 0 — multiple precision (in decimal: 0 <= a <= o)

Philipp Winter Efficient Multiple Precision Integer Arithmetic Design and Implementation



Radix Representation
Negative Numbers

tic Operations
Performance

Single/Multiple Precision

» we will deal with: n = wordsize of CPU (32 bit assumed)
» so the ALU of the CPU (add/mul/...) can not help us

> ...but we use the ALU for single precision arithmetic
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How to represent negative numbers

>
>
| 4
>

various techniques how to represent negative numbers:
sign/magnitude
one's complement

two's complement
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Sign/Magnitude

» most significant bit holds sign... that's it
> (40)10 = (0101000)2
» (—40)50 = (1101000),

Efficient Multiple Precision Integer Arithmetic Design and Implementation
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One's complement

» most significant bit holds sign

> (40)10 = (0101000)2

> (—40)10 = (1010111),

» binary operator ~ in C/Java/... computes one's complement
> two representations of 0
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complement (1/2)

used in practically every computer

most significant bit holds sign

only one representation of 0

(40)10 = (0101000),

(—40)10 = (1011000),

nice for CPU - can just start adding without checking the sign bit

vV V. v v v .Y
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Two's complement (2/2)

» on 32-bit platforms, there is no positive inverse for (—2147483648)10
> abs(-2147483648) returns -2147483648

» — open gates for integer underflows
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What's used in multiple precision?

> two's complement is a good approach if all numbers have the same

length
> ...but multiple precision numbers are of variable size

> so everyone uses absolute numbers and a sign bit (sign/magnitude)
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Addition

both integers must have the same amount of digits — padding
really straightforward: add digit for digit and compute carry
check sign bit first — could be subtraction effectively

vV v v v

keep carry in mind at the end of computation - information must not
be lost (reallocation)
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Subtraction

> pretty much the same as in addition

» check sign bit first — could be addition effectively
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Multiplication

» many algorithms which differ significantly in complexity

» ,pencil-and-paper-method” up to fast fourier transformation
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Squaring

> there are faster ways than just mul(a, a)

> squaring can be up to twice as fast als multiplying
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Division

» most complicated and most costly operation

> at least not that much used in cryptography
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How do these methods scale?

>

Addition: O(n)
Subtraction: O(n)
Squaring: O(”;) (at best)
Multiplication: O(n?)
Division: O(n?)

v

v

v

v
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What algorithm should be used?

» the extremely cool and incredibly complicated algorithm is possibly
not ideal for implementation

» implementation of very basic algorithms can be faster
» — benchmarks

Philipp Winter
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Representation of big numbers

typedef size_t digit_t;

typedef struct {
int neg; /* if TRUE, then negative number */
int sig_digits; /* amount of significant (non-zero) digits */
int all_digits; /* amount of overall digits in array */
digit_t *digits; /* pointer to first limb */

} bignum_t;
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Implementation

> least significant digit first in digit_t array
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Interfaces

void mpa_add( bignum_t *res, const bignum_t *a, const bignum_t *b );
void mpa_add2( bignum_t *a, const bignum_t *b );

void mpa_sub( bignum_t *res, const bignum_t *a, const bignum_t *b )
void mpa_sub2( bignum_t *a, const bignum_t *b );

void mpa_mul( bignum_t *res, const bignum_t *a, const bignum_t *b );
void mpa_mul2( bignum_t *a, const bignum_t *b );

void mpa_div( bignum_t *res, const bignum_t *a, const bignum_t *b );
void mpa_div2( bignum_t *a, const bignum_t *b );

void mpa_sqr( bignum_t *res, const bignum_t *a );

void mpa_sqr2( bignum_t *a );
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Utility functions

void mpa_print_hex_bignum( const bignum_t *num );
bignum_t *mpa_create_hex_bignum( const char *str );

void mpa_free_bignum( bignum_t *num ) ;
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It works!
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Thanks for the attention!

Philipp Winter
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